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mate action failure
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‘Weapons 'of mass destruction

IT infrastructure breakdown .

Inj'.arstate conflict

. Natural resource crises

Prolonged
stagnation

@ siodiversity loss )
‘Hurxsn environmental damage

’ Livelihood crises
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% Social cohesion erosion

Debt crises

T ‘ Extreme weather,

""""""""" Social'securl!y'collapse"!

Average
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’ Involuntary migration H
’ Interstata relations fracture

3.40

. Public

failure

¢

. State collapse
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Price instablllly’ Multilateralism collapse

Industry collapse
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h governance failujre
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‘ Re;oume geopolitization
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@ Mental heaith deterioration
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"I errorist attacks :
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Average
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(Japan's Cybersecurity Strategy )’
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RERREE

( National Cyber Strategy )
R EEHEER -

NATIONAL CYBER SECURITY STRATEGY 2016-2021

Our vision: we are secure and resilient to cyher threats, prosperous and confident in the digital world

Y @

DEFEND

against cyber threats

DETER

our adversaries

Supported by £1.9bn of transformative investment
over 5 years and INTERNATIONAL partnerships

I HM Government

0
DEVELOP

our skills and capabilities

RE 2016 FF 11 B T EIRABIR R EIEE
NEREERERDE - WERRE -
(' Source: Ministry of Housing, Communities &
Local Government, UK, https://www.local.gov.
uk/sites/default/files/documents/Building%20
resilience%20together%20-%20William%20
Barker,%20MHCLG.pdf )

Mission Assurance for Protecting People and Society

educational and research institutions, and e
approach in order to reduce risks to an a

For the realization of soclety in which the people can live safely and securely, it is important to ensure multi-layered cybersecurity, through the
mordmatlu'n of multi- sbaketgulders [ncludlgg gpovemmmtal boé I g % po Y. A4 v, g
a

cceptanle (ev

ies, local overnments ber-i mlated enterpnses, cntzcal lnfrast.ructure operators,
n the “mission assurance”

le th es, The prom
el and ensum ' that these operat)uns and servncs are prcvtded safely and continuously.

ting the
Providing information of vulnerabilities)

Private Sector Cooperation

nfrastructure Protecti

3. Strengthenin
Governmenta

: Ps
E K 2018 E 1 ﬁ ‘T"‘/:EE Hj r %ﬂ Eg, ﬁ é Eﬁ (Measures based on new common standards)
. BERBRE2VEBE - FIERE

MERILFRR RN  RICBUT AR L

Environment at Universities etc.

exercises

® Promoting the development of the Cyber Securit 3 .
E g ’ th%j‘ 2 [375& E _:Hu/ < % Eg’ = é Incident n&sponse Coordination Center v P %P i m‘;&m
oo J 6. Building an Information Sharing /Colfaboration Sotvarmnental__lacal fitical Infrastructure € g Research
ﬁ % MRER ik ( Source: National center Framework that Extends beyond Traditional Frameworks ™" koo
. . ® Promoting information sharing/collaboration between d Collec!
of Incident readiness and Strategy for Cyber- muli-stakeholders ";;g“gg;;} Tromosonal e exroses g of Oypersecunty anayeng
9 Safety Principles training Information

security, https://www.nisc.go.jp/eng/pdf/cs-
senryaku2018-shousaigaiyou-en.pdf )

Massive Cybcrattacks

ing the inci a

1. Measures for the Protection of the People and Society
@ Promoting the policy of “Proactive Cyber Defense “
(Promot sharing and utilization of threat information,
@ Enhancing measures against cybercrimes
2. Protection of Critical Infrastructure through Public and
@ Promoting initiatives based on the Cybersecurity Policy for Critical

@ Strengthening secunty in local governments
and Improving Security in

Bodies and Government-Related Entities
@ Managing the state of information systems in real-time

4. Ensuring a Safe and Secure Educational and Research

® Implementing practice for each level, and practical training and

5, Initiatives for the Tokyo 2020 Games and Beyond

7. Strengthening the Incident Readiness Against

Sti gainst
massive cyberattacks ln order to work on risk
management for both cyberspace and real space

| 005

Smooth implementation
of the Toky02020

Building a Safe and Secure Society for the People

Mission Assurance (to provide critical
infrastructure services safely and continuously)

human resource
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% , (National Cyber Security Strat-
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#TEh5TZ 1 (National Cyber Security
Action Plan 2019-2024) » WA A 3
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BRE3 2019 6 A T M8k &L 2% 1 (The
European Cybersecurity Act) ° EE,
R Lt RBRIBAERER 2.18
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R T2 EREIEDR ) BRERTE - 4.57
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BN 2020 F 8 B TR
(Australia’s Cyber Security Strategy

2020) - EFREUNBATIESHRER 10

FAKE 167 RRE KERIR 1.3

Goal 2

An Innovative and Adaptive
Cyber Ecosystem

Goal 3

Effective Leadership, Governance
and Collaboration

MEX2019F5 A "EARBEEZDITHHAE,
& 3 KB - (Source: Public Safety Canada, https://
www.publicsafety.gc.calcnt/rsrcs/pblctns/ntnl-cbr-scrt-
strtg-2019/ntnl-cbr-scrt-strig-2019-en.pdf )
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GOVERNMENT
The Australian Government
will strengthen the protection
of A li

o
8 =
8

phisticated threats, State and
territory and local governments
have a role in protecting their
systems from cyber attacks.

BUSINESSES
Businesses should take
responsibility for securing their

and
s fron
known cyber vulnerabilities.

COMMUNITY
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BN FFPVBHEE  (BERREEZE o (Source:
Department of Home Affairs, Australia, https://www.home-
affairs.gov.au/cyber-security-subsite/files/cyber-security-
strategy-2020.pdf )
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