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WANTED

Pipeline miles 5500
Refinery Connections 29 -
Customer Terminals 267 MO
Daily gallons delivered 100 Million 7 $ 1 0 000 000.00 usp
PeoDle served 50 Mi“ion FOR INFORMATION LEADING TO THE LOCATION, ARREST, lN'D/OR
CONVICTION OF OWNERS/OPERAT! ns/Ami.m:s
SOUTHEAST

DISTRICT

GULF COAST
DISTRICT

DaikSide Ransomware
As a Service Group

SUBMIT TIPS VIA TELEPHONE OR THE FBI WEBSITE BELOW

Follow-on contacts to be established through
WhatsApp, Telegram, Signal, or other platform
of reporting party’s choosing

1-800-CALL-FBI https://tips.fhi.gov
(1-800-225-5324 )
Colonial Pipeline 7B R FER A EZEIER @ BRER ZRBRERENEN AEHSE1TEE
B HEZABRMBRRERERES K ¥EXH TS o S R TS Dark Side SR HILEM
HE 45% ROPRRIALEE - BREANZEDHAIE o (Photo Credit: Official

FBI Twitter, https:/iwitter.com/FBl/status/14563449122
2452224175=20)
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Data Ransomware Network Network System
Segmentation Complexity Maintenance

E IT/OT CONVERGENCE E OTSYSTEMS
Implementing cyber hygiene and best practices ﬂ Properly segmenting IT/OT systems, and ensuring System owners should ensure that OT systems that ‘
within IT ks can protect == thatno part of OT systems connect directly to the i==  help wastewater systems control valves and pumps
management systems from cyber attacks such as II:_- Internet, can greatly reduce the possibility of a E and monitoring are properly p d through |
ransomware and data theft, and reduce the risk of: =—: successful attack upon ICS/SCADA systems that :—E patching and proper network mapping. Human
lateral movement within systems or networks. == support the manage wastewater function. w=s Mmachine interfaces, through which operators

E : typically control OT systems, should be a priority for

securing. ‘

RESOURCES

AVAILABLE RESOURCES INCLUDE: CISA's Cyber Resource Hub provides a range of free, inmediately available cybersecurity resources. CISA's Cyber Essentials Toolkit for non-technical

leadership. Securing Networking Devices provides guidance on Segmenting and Segregating Networks, Stopransomware.gov contains best practices for preventing or responding to
ransomware. The Industrial Control Systems Joint Working Group (ICS-JWG) has links to trainings and resources related to the securing and safe operation of ICS systems. CISA also
provides no-cost cybersecurity assessments. The WaterISAC provides wastewater managers with cyber hygiene and water security resources. The AWWA's Security Guidance and Tool
supports the sector in implementing the NIST Cybersecurity Framework and use of Cybersecurity Guidance and Assessment Tool.

ZEBAHY ClKERESIRUHEHERIEBNZT2IES] o (Source: CISA, https:/fwww.cisa.govincf-water )
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P HRBEEEE 1. BERH (Vulnerability Scanning) : HBIAHEZ KB RANRM - 2. HREMEXAR (Web Application
Scanning) ¢ BN EBRE ATEERI B BB HARREE « 3. R OA T (Phishing Campaign Assessment) * 7HEE LHERFRTT
MeBBF It (AARNA) Zakl  BERPRUEEIZWERHN - 4. EIH2EMF (Remote Penetration Testing) * BBREHEE
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