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Incidents: Total Small Large
Total 32,002 407 8,666
Accommodation (72) 125 7 1
Administrative (56) 27 6 15
Agriculture (11) 31 1 3
Construction (23) 37 1 16
Education (61) 819 23 92
Entertainment (71) 194 7 3
Finance (52) 1,509 45 50
Healthcare (62) 798 58 71
Information (51) 5,471 64 o1
Management (55) 28 0] 26
Manufacturing (31-33) 922 12 469
Mining (21) 46 1 7
Other Services (81) 107 8 1
Professional (54) 7463 23 73
Public (92) 6,843 4 6,030
Real Estate (53) 37 5 4
Retail (44-45) 287 12 45
Trade (42) 25 2 9
Transportation (48—49) 12 3 16
Utilities (22) 148 5 15
Unknown 6,973 83 1,659
Total 32,002 407 8,666
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Table 1. Number of security incidents by victim industry and organization size

M ABPIZEZE o (Source: Statista, Verizon, https:/
enterprise.verizon.com/resources/reports/2020-data-breach-
investigations-report.pdf )

No.29 SEP. 2020. MJIB

7



A LN

& oNEYWSTT —
Fhezn=y ,_
TWDDOS ik ) B £

o

gl
ISR

HMABODOSHEM A BT MR Bt &

ESEREN b R

il
Sl=f U mE REEME FERG

a

S0 M % B e

2ol 5 >- 3

KB

WRRBR I B L B

BREAREEARE WARE BE LGSR

(B 226- 829

DEFERFISNE BHKF RITVRE

FELERNEN  MEZELEMEUNENER  RELRBEELDR HRIBNFERSEAARETE  HEEREPRE
BMSEN RUERTERRBMSBERLE - (BRKE - BIBERHE  https://youtu.be/sdTvugUHhqU - https:/lyoutu.be/Z8RK5SW2MmWw )

ABEANRKS ) « | RAREEM

NEE KRGt B (108) FRIGEED
BB, SR G e 35 83T BN 8 FRIKERBRIT6

HR—RAREZERH - mAETH
BHABmEEEER EAXNESRR
BERFER © FRERHATER - DR
RERREFNRN  BREELETEMELER
Mo BIEREB LMVEE - RIFFRMAE
AILIEE BRREHENBRE w5
STATAINE PR EBREER  BHRR
BRI AR RIS S (B 3E -

= BRILFMARKRELIREREEH

IR 1% Statista &+ ¥ 4T F 2RI AF 35 40 58
(&R : FBI FTE IC3 AR IESETRE ) B

B ikiE - BEFE2HSEARNES -

KiraZBMTER BT LR
IMEREREMEREAERE RN > HEE
MIEAEAEAZ A RARKRKRILSE
M= R ARYEE - HpER - ExE
ERNFEEAXNTBEABRERND T4
B RRFEESHEME  HAVE RER
MATE - AwaEA S EA S ABFIHEA
BERARRERNER -

RIK Statista $H ¥ 2 ERABIREAEEST
T E ( AR : NortonLifeLock; Harris



Americans Are Losing Billions
Due To Internet Crime

Financial losses suffered by victims of internet
crimes reported to the FBI

$3.5bn
ﬁﬁ? $2.7bn
LRI
$1.1bn
$781 8m $800 5m
$525.4m
2012 2013 2014 2015 2016 2017 2018 2019

Source: FBI's Internet Crime Complaint Center
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(Photo Credit: Statista, https://www.statista.com/chart/20845/financial-
losses-suffered-by-victims-of-internet-crimes )

Internet user concerns regarding personal digital data security as of December
2019

Personal information will be exposed in a
data breach and compromised by cyber

Don't know what companies will do with my
personal information in the future

Location information will get into the wrong
hands and allow someone to find and harm

Personal information will be used to
inappropriately influence how | vote in an

election

Other citizens' personal information will be
used to inappropriately influence how they
vote in an election and therefore influence
the outcome of the election

REHAREAEHEABRE
ERREZEHBEABENER
T RRABREHIERZ 2/
BEBABRRZE  PRIFELX
GBI - KRB BB RS T4 -
(Photo Credit: Statista, https://www.
statista.com/statistics/296700/personal-
data-security-perception-online )

Sources
NortonLiteLock; Harris Poll
® Stalista 2020

criminals

Sensitive personal information will be sold
to 3rd parties and used in decision-making
processes without my consent

Nothing, | have no concerns

me

Other

0% 10% 20% 30% 40% 50% 60%
Percentage of respondents

Additional Information:

‘Worldwide; Harris Poll; November 5 to December 2, 2019; 10,063
respondents; 18 years and older; respondents were asked to select
up to 2 concerns
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HEZE=N KERAZ  THEA -

H= #HHRERMAERIRFAE
WEF R EFR > DARA EEETT B
Bk BR/UAERE -

Hig o A= - sRGEERER 13
AEGRIRRAERZRABEH - BReR
BRI EREREE - BBRTEERD

R BAIMERE MRESR  EA
PRFRERE  FEXEERAREE
BRI ATRIBAL  EMNROEE -

=B

EMZE2NMeRR2HEERRE
FRARBERRL2HEEZRN G  TFK
FR b ER A BEETAAEEESIE
X NEEANRUBTT  BREZBUE
L RAMTRLECERARER
WESZBERRENRE @ B AR
B IREERERAECERBSAH
HE - BRARERMECKEEED W
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REBRACEERZOAR

2N EZ b
i [ VR B R SR 121

/G B A A AR

AT % E ( Artificial Intelligence, Al ) ;#i 2 589% E % % ( Deep Learning,
DL) > B ABRBANZCER - KA > HEAHILAEFELIANTE
MM AF > BLERE B AL 2 Mk o BRI 2020 T BERRE - A1 A Al
BATEATIR A5 E 365 ( T 4% " Deepfake | ) 2 FAM KIgRA - R#F > BIE
TAFRBEFE B B ERROEFTARERNEHETHRE B L
Al B A EE ARER - LHE > MAEKHBHE (COVID-19 ) & 1F & 2 23K >
BIGRALE - EREAATEAMUZEINER > BRASIFLA A RF
%% %) Deepfake o 2 64 4705 4% -

" BRI 2020 ERTEAIER S (2019/12/13) © iThome  BXE * https:/www.ithome.com.tw/pr/134797 °

]
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Donald J. Trump & L
@realDonaldTrump

“PELOSI STAMMERS THROUGH NEWS CONFERENCE”

WASHINGTON | X o g

A\

PELOSI CALLS FOR INTERVENTION WITH |
TRUMP FOR THE GOOD OF THE COUNTRY ‘ #dobbs

9:09 AM - May 24, 2019 (0]

QO 87Kk O 886K people are Tweeting about this

ER R AR EEEZERT (Nancy Pelosi) FIEER H » &
AR ERER RS - RLELEREHMAE  RBEEE
BHEEE  CBREEBES) L RERMAFLEEERT TR
TEEF ) o (Photo Credit: Donald Trump's Twitter )

RSB RFEREIEE R B E

2017 F% — &M KB
(Reddit) £ "deepfakes ; F9FFEiE Al
oy - B IS 2% 7% (Gal Gadot-
Varsano ) MR IEBEARZIEIBE FH *
3] 2018 FEBEEEM Al Mg flr - &
BB RIAE A RN B E R - T

TG TERRERE, -

F4h 2019 F 5 B - B KA E
% B8 Jm & 25 )% 78 (Nancy Pelosi) B9 —
REBEZ R APPSR EERERK
g FAEBERSHAE  wRBEEE

Someone like Jordan Peel.

VI8 FEBEETERBER A BRBE & REEAIES
BMEBHE - T ERKT2MEMAE ) o (Photo Credit:
BuzzFeed Video, https://youtu.be/cQ54GDm1elL0 )

HIEEMEE - ZHA4K)IE (Donald
John Trump) K211 & & A 22 8b 2R Fl &
fEé (Rudolph W. Giuliani) % B Bl % 1
Twitter # 2% 28 )X 78 (Nancy Pelosi) By —
QISR R - RNZRHEXRE  "FHA -
EXEAREY P HNESEAREE -
AT IS EE R RIERE T "EERA
IS EQMAERE - 1Y

2 ABEIBRITIRE - LGB A Gal Gadot R 4 B TEEEARZ A FeR (2017/12/13) © INSIDE » EXE * https://www.inside.com.tw/

article/11386-gal-gadot-fake-ai-porn °

S EEh (2018/08/13) BREBE)IERE 7 Al MMREISRHTR - TVBS HER - BUE © https:/news.tvbs.com.tw/world/973044
Sl PO BER RITHTF ERTEENEAD (2] (20190525) o @it o BYE ¢ https://www.cna.com.tw/news/

firstnews/201905250194.aspx °

° B % (2020003/09) FFEEEAEHARIEE - YouTube = HEIHEHTRBELR - BEFBEHAO - BUE * https://tfc-taiwan.org.

tw/articles/2943 -
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BEEFACERBIAE RPN -

200F9 BEAERANESEZRE " HhE, SHRCEO & = W 7E Github £ IR HEFEIRT5 o (Photo Credit: Ali Aliev, https://youtu.be/

IONuXGNgLOO0 )

2019F9H REALZEBEES
AT EREEEERARBRESATHN
CEO #E1TFFMR » SERE 22 BF UL © B0
72 55 — /& Deepfake fJ CEO FE &R ° ° 2020
FH) > BEATRAGRRE "hE ) B
1 CEO S Hr 5 » W 7E Github t%mﬁi\)%-iﬁé
1% 2.2 Deepfake HYE A 1B

..?.
S

E::; F{AEH’F% Uu_.\

R 1% ALVL 5@ 5 & 49 > Deepfake & £
AT INTERIRE ° » DRI RIS -
ABRAR - REER - BESA 0 A
deepfake BB MR » MrEB A R A DURTT—
B ARSI FBAEMER A EEREMN

\':

® 3B (2019/09/05) Al sESHE{TE RS ERER - BIHEREN 770 BT  BHELHIR - BXA : https://technews.tw/2019/09/05/

fraudsters-voice-ail °

" [ Deepfake AM2RMNEZE | TRMELSHEE S =IESE @ Github -2 BRIR (2020/04/20) ° RILIETR o BLE * hitps:/

buzzorange.com/techorange/2020/04/20/deepfake-fun-effect/ o

@

IRATRA—E#E— Al £ DeepFakes (2019/12/29) o Al /Awm=LamA8 o BXE  https://www.aili.com.tw/message2_detail/54.htm o
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K

L EmARYHEANTE  EE

B - el B RAFTEDINEEENER H¥E
ZER ~ SRIEBUAFEY, ©

)
MREASEARBENER - EBEA BE
BB A LART - BB EE S fie B AT

FEBRALE - EREBT 2O

MEE AR DR ML RERBRIRESE Deepfake I Z A T 4 Bk ¥ J1 489 B8
SREEARERMEIR  BIERYE Al —8& & (GAN) Ed E 4@ 15 28 (Autoencoder)
RISNT - R EE—1E GPU F1—LE 3| AR &1 R ITERRE S ° - B B—ARGHRE

R BRBEIHENRERERFELR A (Encoder) |BEW AR IEIKIBHY

g EIEES
EREARBNTE  BHEZ—EESAYNE  BRAY IERZEREXERAMNREXRE  SIABBMFAMNEE
RERER Y » ERER EERR BENRE @ REBFRNERLAZIAALFIRRESE > ™

= B A FIR R AR BN R Ry AR S AN o

/’—‘\
(&Sl 2y gl [Co la

1',7 {‘—"’\“v
I\ s ” | O 1
Ad+ 9 =S ¢
v N i = e ‘mm -

('Source: Government Accountability Office, https://www.gao.gov/products/GAO-20-379SP#summary )

ANBREERL L a=1=1p"

EERIEALE—E2FRR =B - ENERY Deepfake 23X » AIMLA Bk H — B AMVE = BERSE AR

4R ( Generative Adversarial Network, GAN ) 95 S22 5 54y » BANNBARENT - SEMESESHER » BlW ai- Al

Lﬁﬁf’rjﬁ)ﬂWﬂ@ﬁﬂﬂ“iﬂ%ﬁﬁﬁ?‘ Hh—BEREE %ﬁ‘é%ﬁ)ﬂ%mﬁ%%mﬂ%ﬁm%l MmIEEHEBREA
—EaEHEERNERREME - 0=

BB 2R GAN B e & - FEBRFECAY °

* IEH (2020001/09) EiRERBAE L FHEHAY Deepfake 2 1 » BATERAMT ? & A TEZE£ » BUE : https://aiacademy.
tw/what-is-deepfake/ °
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Training Deepfakes

Original Face A Encoder Decoder A Reconstructed Face A

-~
—
I
@ L HE
L
Latent Face A %—‘:J

Original Face B Encoder Decoder B Reconstructed Face B

—
Latent Face B

Generating Deepfakes

Original Face A Encoder Decoder A

I Latent Face A

Y

)
)

Reconstructed
Face AFromB

Latent Face B

Decoder B Reconstructed

Original Face B Encoder
Face B From A

Deepfake = {F 7 Y 4 5k ¥ I 48 % B2 B 4R 15 2% A9 B fim B2 A
B B HREERER (Encoder) FEENABRTIZRERIERN
B BON—4EARTESS (Decoder) BIZEHRBRBHERK
HEEABAR o (Photo Credit: Alan Zucconi, https://www.alanzucconi.
com/2018/03/14/understanding-the-technology-behind-deepfakes )

Y B — 4H #2 15 33 (Decoder) 8l
FEKXRBEEBERKEGBANAR -
ISR 8835 — @0 PR
( Discriminator ) 1 B & % 25 (F 5/l 4k -
YRl R E IO EENARES B
AR > MRISFASFEEE L DR
DRERNE AR FALmES G EY
mBZ#E R - 7RI RT BB AT L

REBHACEERZOAR

Original Deepfake

Inconsistent
eye blinking

( AN
Mismatched

earrings

Some features
lack definition

AR AR RFIET RS A Deeplake & 7 - HA B S B RAISAR
ERRRHARYRINSE © (Source: Government Accountability Office, https://
www.gao.gov/products/GAO-20-379SP#summary )

MR ARZBRBFENKRBR
B BEARINRERKNEEANAR

— N2 Bl B BIAE B AR B iR
Bz B ms » TIEE 5 /Y TR
TRAZ RGN - AR E IR
Zr B AR & R0 N F AR Y A B[R
FEREE

HX Deepfake & /' IRIEBEASERE
2 2 2 B S # % Sabah Jassim K Spectre
Bt& B3 A Bill Posters 3% - AJLUTEM
KAME Q) REX : FEREFAFTE
B BEEHRHERRBREDINIEEA S 2) 55
ENESESNRTAMR Q) RABER

0 f+ %2 Deepfake CGEIBHAM) 7 AP ZEAMATLEE | (2020003/03) o BERABBEEM o BUE © https://blog.trendmicro.

com.tw/?p=63452 -
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AT R it B F & BRALEBFERDITESI SETNEB
ST FEEATFER MOEREE  HERBERFEREBLEABRA

E 1T/ ° Deepfake R E R E MEMNEE -

SRR B R R B - Ui
4 SEE x@if; H@ZZZEZD m; LIRS < Despfake BRI
2ER RaSH L AREEE AE e oo i) 2 310 ke

e N7 £ =0V &R 2 g
REFETSUSREBRIED TR o) ik (R5) 2 184 i RiaEs

& FENESE 195 REIERZE o

]EHI]

ok

Deepfake °

YouTube 2 ELIRATAHBEE A ARHLREME « BEE(T AR BB @ a e

BB ERAIRE - MBI S ESER | YouTube AN HHRE | XS0 - WNE

uv T h ubekﬁlaE’JWﬁ%foﬁ”ﬁ‘éF BN AR E G R SR E B e

OUIUNG ek 55 Deeplake (EEBTEE) - BRBEARBZARNAENE -
ﬁﬁ%@ﬁﬁ BERA -

(' Source: https://blog.trendmicro.com.tw/?p=63452 )

Twitter BAHY & A AN S 1R B2 S M AR A ETEEPJ@@%T Deepfake (2R E1%'E 7F
BR) - WORERREDIASRRNEENE - EEREMRRL " AJEREE
M B B SRR B ©

(' Source: https://blog.trendmicro.com.tw/?p=63452 )

e Google HE ¥/ 7] Jigsaw (J& Google Ideas ) 2 Google Research & /EF3 8 Assembler
N TR E [ TJEE?'%T%’Eﬂ%ﬁ%ﬁﬁ%%ﬁﬁi$fﬁﬁ/\§%% B RELLIBEE
& pesemoter | ok » AR LB S HE -

(' Source: https://udn.com/news/story/11017/4334873 )

fucebook 2019 £ 9 A » HEFIMRZ 3L Deepfake Detection Challenge A& @ LIS 2EHE S5 B
AR H B R RIRER RV ERIER -

=. M iC roso ft (' Source: https:/www.ithome.com.tw/news/132917 )

EHEFFRTBREREFRAI
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fhaa AMEZ2EBNWMHEREN  E—TEEER
RNEEZER  ZBRERINMEZS B3
EREEHR ?&@Jﬁ%&éiﬁ?&%ﬁ%@%ﬁ% ’
RRRE B EMadsEEes
B E RIS ERE NN EEREE

HEB TR 2016 £5 7R T & RE]
T BRI BAZ ™ 0 R 2018 FEH#EE) M 3x3x3
BRRKEREE , > 2019 & INR T
TERERZ 208K, 0 ANHHIESE
A EEBEE - FIRE L E A FIRAT - Rt TEEELEZRERE  ZER
EEENLE  [IAZERABRIERZ EREEK,  CARAEEREMNR
B o B4 BTl TEERFIBRAS S RS E L AKIERI A 0 IR AT{E RS 13
TEIIPIE L & TRERIBIE L S3IRERE HEFEXEAEAAEERNERRZEE
REBESHERRIER T/
uh o s L BT B EERIE
SEAYAE

MEHRREEHEELS
T RIFEEREHEANER
MHBREEN  EEREIR
My BRI RYSR A - 728 £
DHENRZE2EBEZNEM - £
o~ 2F - MRS ERIE
R R AR BRI
BR - itm L > ZREEE

" EEZ (2018/0914) EEEHERELEHBBELIE  BEEEY  BELEAREEHMIEE - iThome ° BXH  https:/
www.ithome.com.tw/news/125913

OB RS LA R 2.0 BUEE (2019/11/11) o FRORIE A o B A ° hitps://www.cna.com.tw/news/aipl/201911110143.
aspx °
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