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SRIT AT ATERRTIERETE - LR
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REBEE R ERTENEREES
R E| ML E R o SREANS %FE’FEEEEE
BrRs/ vy o RIR—ESEsRB A Mclicky

28 =] I.HLRE %U

Sl —RAFTFEAMIEE?

BB LURMAERKL - TRENTEEEY
FrE Bz T - FFERAYTT AR
AR - APREEZEE THFHRm T
BEESME  REFNEESIRESEE D
[RAETERNBEE 25 - 28 » IR S
AYRHR R LIRS B A AR T 16 7 MRLE A8 g
EHERN? HEXRAERESERMIT —
RIS B ARVEEL ?

B5MEE ERFEARRME
i E A AALE -

SFERITERPTAE 5 28T -

TEFZHEAIEARSRBEE - EARARRRE

?ﬂé MERIE - BREREL LR
fE " Bui AR NIEKE , (Cross-site
Scrlptlng, XSS) » BIRA LA uh = 1IE
FH BAIZEBE K - ELEut A6
RERSAEREN  BARAEERHE
(Vulnerability ) T7&E 52 Y B % 5% LAY 13
F o i EEERANME  BAERR
Mo LBEABBRENAREANIES
o B TREMNHA (Phishing)
FiE  BEEREZZERIERALUZEIEK
AR - T EEE AL REERER
HERAT AR s I X AR B E - K
BOR - FRTFETAMNLZE  BXE
ﬁ:i:%ﬂ:  EEUBETLEE  RMHER
BEE - B8R IERMEIANREHE
ER » BRI DB R TLIE AR
Ko LIRS AR AT RLERIRIRE ,

BEREERAIAERVEET; » BRIEH —RIR
BE YA RBRNKEBRESF 78
8 R A E%UB’J%B“EIZ%EE’J Al % &
an > B2 EERE

W st /

RE LT BRESEE RRAEL
CRTEERMERNERAIBTH AR - K
A E BRI Z » RAVAH UL AT 88 & & BY
FRAEMNENS - RItRERR# 9 5 NE
LUFE B — X2 (One-time Password,
OTP) > BN EIFHN email 558 -
m: EBRL  BRFEBEMNARZINNG - 4
Java Script » AJRIEBHFFLZARREE © <
ABEARESRG - flanZEim kit sUiR & ( Popup
Window) #3232 T2 A R E R B
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® kali2019 [Running]
- + O - 21 w [ A -
BeEF Control Panel - Mozilla Firefox e o

|
2EF Control Panel X | BeEF Control Panel X |+

> Q@ @ D 127.0.01 pan ] I+ m o =
‘FMOSI Visited @ Getting Started
‘ # BeEF 0.4.70-apha | Submit Bug | Logout
| Hooked Browsers Current Browser
|=3 Onine Browsers

46310028 Details Logs Commands Rider XssRay Ipec Network WebRTC

| ? d®iwo29 Module Tree Module Results History Pretty Theft
|=3 Offine Browsers

127001 1 date label

a S—
‘ 9 O ®127001 Fake LastPass
Leamtul Download
‘ @ Clppy
| @ Fake Flash Update
| @ Fake Notification Bar (Ch
| @ Fake Notification Bar (Fir
‘ @ Fake Notification Bar (|E)
| @& Google Phishing
@ Pretty Theft
| @ Replace Videos (Fake
| @ Simple Hiacket
| @ TabNabbing
{ @ Fake Evernote Web Clipp
‘ @ Firefox Extension (Bindst
»

~llo 20220. comma.
00:20 1
7 A% 00210
7 &% 00218

Jasic | Requester & Ready

Description Asks the uset for
their username and
password using a
ficatng div.

Id 9

Dialog Type: Face ¥
Backing Grey ¥

CustomLogo  hitp#0.4
(Generic only):

[ FIFA7E Kali Linux AR A9 BeEF T 24 1T5RAR A ( Exploitation ) 815 » 118 Session 3BHIRYELN - EERGEEE

| BAERERVES - (BRAR @ FERA)

K9 B HA Bk 38 (L Session 3@ ERANIE A » EE
SRiEFAERALERNES - kot BES
BARZIMWKEERE  §la] - BREEH
E)EHE M (Redirection) FIAF R Z(E
PR HREFs U B #RABYHL  EEAEAEE
AR 2| AT Hook B ERYL  thBH
N F =R EFBAEH (Webcam) ~ #
HEE -~ RiEE BB (Notification
Bar) % - BAATTRIAMBESELRE
AEEER A ERIE I — B BRI B 2
B 0 EFF IR AR uE AT - L At
L2 EEEE 7

' Trend Micro, https://global sitesafety.trendmicro.com/

* https:/www.scamadviser.com/
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MENEEFSE—BHURGTZE
FEZNSR - X2TONENBBF
ZiraNEERTE—ERMMN R
3,75 48 — L5 [0 3 44 1l 2 5 % 5B 0 P RE AR
uh o WAL M EERHFZEEN
R BEGEHENARHNRE -
MIBBR - ' 4N - Google 9 T 222
&, (Google Safe Browsing ) "Rtbafe
ETETRERWISE » DULEI AT E
2 o 15 2 ScamAdviser > Bl A2 % #5381 7]
RERVEV AR MRS, - (8B BB MR -
S5 EHH L EZ (Reputation)

#ATEL S » 40 URLVoid » * BE40 3B 1B R 1B
40 B ERZ R ENARZERE (Blacklist
Report) EfEITAE 5 IMEIREAEE
M (Domain Registration) * ¢ whois & ]
4215 & &, « Reverse DNS » ANS DI BE
MEE o o) 0 ELRSEEAG VirusTotal *
AR URL 2B AR ENIERETIRE
&2 Cisco Talos Intelligence ° th2—1{@
HE AN LEZ 2T LA -

Fapvi R R 0 FEEHMEFRE
gEat b RA - AI#EAR D EHEM
Bt @F—LREZA - It EH

=R B IR BIE O A ARl IR T
EXRAFRABHEENRY - Z9—EH
NAREZBAE (Whitelist) » LB
FEEFROARL SRAEIE 1 Be S - HARRIE
1T - ERMERE M BHRARP
HUBR BB 2 o BRI RR B R
= - BAEERLIBBBENB RN E
F2 HFbRE LB R HIPE RS -

 rmersoin /

— ERAREMEER? °BE (Cer-
tificate ) B BEEE ?

¥/ scAMADVISER [[If  scorch a website..

Q Report | Help&info | & | ENw

Check ScamAdviser Before you Buy

Search a website... SEARCH

REPORT ASCAM GETHELP NEW: EMAIL CHECK

Learn about Scams

-

Online Phishing &
Shopping Identity Theft Crypto Scams

Investment & Advance Fee

Employment Subscription

Fraud Scams Other Scams...

Romance

Scams

|iamAdviser E—ERENEERPIERE  BAZERAANEREBERURTLE2 TSR  FAEREHA

SRR & AARAEE o (Source: hitps://www.scamadviser.com )

: https://www.urlvoid.com/

! https://www.virustotal.com/gui/home/url
2 https://talosintelligence.com/

6 BURANT RS SRR SENRESE - HPESNEEEEERE TLS ( Transport Layer Security ) (122 E|# AN ERRELHE
SR RSB B AR EREEA R ERONE - BNBRTR

HIME—JT 2 - ARTANRARA AR IEAE T IR B0 2 8
THEEREMNME -
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myphishing.com/welcome.html = BT E R EER
E BB SRR Z google RAR UL - B
. 2 £
Secure Connection Failed I 9431 4 Al X google XA # 7~ PR « R
I A e . i 5 9 I
An error occurred during a connection to www.google.com.|Cannot communicate securely with peer:[no %ﬁjﬁ EJ %ﬁL/l /bb/%*%%f il— E’ﬁ ?ﬂ Jj {ﬁ g ji %ﬁ E m = ﬁ
common encryption algorithm(s). Error code: SSL_ERROR_NO_CYPHER_OVERLAP (m - S A T 4 B FEEERE AMAEAZELY
¢ The page you are trying to view cannot be shown because the authenticity of the received data could = > = 3 M 4= =
KWEBEZE—EREET MBEMEE
not be verified. - 2 , o B P E g
 Please contact the website owners to inform them of this problem. emal' E/j @ {"i_rr ‘J'EE;', 76 = 'fE %77 EI] a 5 TE'Eﬁ W ;TEﬁjz o
Learn more... | Google (A (dOt) %?\SI':%% (/; S[aSh) e %ﬁﬂ—
]+ R TERE - B FEANABLEE dot RYBSE AR 3 8 -
Try Again 3 3 o = =] =) ' m@mﬂﬁ%m$mﬁg /
Ao DR e - MRBS - BTG R BB B &
5 i Report errors like this to help Mozilla identify and block malicious sites Ak 40 bt google login FABI - o PR BAE I BTk » ATLL B
| (F) SHEBeEEREEE SRy  BEAHBNIRAGET - RRENEA
B AMBILE JEARAEMNE TR URLMIAR » I EREREN e L . A S AU A RS » (B E EH TR
https:// 2 http:// * (B L2 AuG 5 HiE FIETS S T — WSS MHBERE - BBKRER
WAL bitps VR - ATEBBEN (Machine Learning) A9#% + LU $43
#4588 B SSLStrip » A8 R A K EL - “"E‘#ﬁ i e (7)) ERFBIEBERH URLZE AR IP
\ 5 = s 1 (@] e O .
45 SR B4R % hitps 98 18 [ 7 B 51 3 . gﬁq ? **@ﬁﬁ; QEZ Hert=a
rnicro.soft.com 2 2814 >
hitp B8 + B I AESI TR E B 05 S . i . R
W o T BTSRT BA I | S 2 8 R E}rﬁhfwmg;g_ el s 4
=) . (
_ 9 # %I (HTTP Strict Transport Security, (=) #E 484 (Short URLs) - &40 BT A 335'?'%_,?5.5@“% o [ m—
N L o Chungiwa Post S 7 I %I
\E HSTS) ! Kﬁﬁ%ﬁﬂ%@ﬁz%ﬁﬁ /\\\ﬁ%j]ﬂ b|t‘[y N T]nyU RL Fﬁj:xE'f E’\J%{E%E%El i_[]: L IJI\! * 'mxﬁﬂﬁsa g-%‘”mmm rfcnucxp-msmsnnur!;.Dmm(es;‘md:}ﬂsemnds
| RS - LNIEAE AT S AR o A FR7% » BESE E4BU 2 m st : — 11l | | Registrar info
- - . Joumm =
: £EIE R RGBT ERENER 10 WEBAER - ATTRIERE D R |} e s
! Y N = [ | Whois Server whois.regi .com
AL TEERTRERAES,  ER W EETY EEE S ER . e~ || e b e s A
TRRIR RSN A S ) SEEEE - ENETHREURBSHEES o ke e e
BT TERE, - LSS RER MeS REAFSERTELF b asmm] e o
4 P serverUpdateProhibited https://www.icann.org/i erUpdat ibite’
EkemAR - KE ot T —— | ] e
Important Dates
| TR . —_ ——
KRS F B (Z) WU HTTHES AEBLE 4 T B 5 iy [Fesmmion ]
. ) \ _ \ N OO |e 4 J: ?Jj% i }\J ,%u iﬁ . \ = Updated On 2021-10-18
RV BT I geogle'ts I R il L EF A EE P———— \ —— -
\ & \ a7 4 o {5 40 http://login.google.com. B B R IR B A AR A AR - ARG FBMAEIME  AIEERSABERNA
| EERE  SHRBAN URLEM - "2 BEBA  HEBRIETER - (BAROR © $ 1 22 X7 997485k (81 facebook.com 7E whois FFT 253
L W EEFEMNDE  hitps:/mww.luzhou.police.ntpe.gov. BRI 2 TEEEMER - (BRFRR © (FEEID)
% twicp-1087-82938-23.html )
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MAONBRALHERE - FTaEEH I E
AT EEE B8 E a0 S B Y S e —
TERTETE -

BB (Feature) FIBTELI N ER
SRvFlER - BEEE —EREE - ° g
EENEHRF N —ZRIBFARS
(Proxy Server) DIfEAidG TR B4
PASGE— R E R A - B 1 AN
ZRRBIEE 5% 1 RUGKRAATREAN S g AL -

A LB ZFE R ARIRENER D
BALBER AT - ENELEEEEL LR
/W Email » B—EZ2FERHETE - 4

Random Forest
CNN
SVM
Logistic Regression

H R4 (Feedback)

42 ZHEBRBRRE
RIEE R PARRER

—

L Arakid g4 URL &
WP # » Blds Proxy Server i#47
PR B 45 AT 48 W AR R

.

Facebook ~ Twitter 5 » FLE B2 EIRFEER,
a0 Line ~ IG ~ Messenger 55 » [A [tk 18 R~
FEIRFIRES R RE 28 TGRS
IR A SENEEAERES AL
A—LERANEARY (BBRERRSR
EITLUR AP IRERRE) #ITE AR
ERFE - REAP RN EEB
IR

'ﬁ%%f@ﬂkxﬁgzﬁe /

MR - RAESEER TR
M EAR - EHIREELENBEMME -

Al

WAER E
ZHHE VIR
F A a

2. Proxy Server #§ F#i£ £ €9
RIFOMBRERARTIR
#B o RRZEMEF2E -

41 ZHE BRI
i£EE Web FRE

3.EHRE  RRTERZY SOV
& # 7] (Dynamic Analysis)

Bl 1 BEHRSPERELRZMHRIES

5 438 4 F R MK (Feedback)

&

Proxy @ Web

Server

f EERHNER

®1 WBEEGEZREEEE6R

Z2HIEE 2

# URL = URLHEE - E5FER IP (il - ES5FEHEMBERAEL - RSB o1

E_I:FEHE; ZF8E CURLEREIE ‘.’ (dot) & ‘/° (slash) K- 25

o B4R (Prefix) MES (Suffix) ~ 2&5FEM https BHE - EEEH

KETRAIEYE (Port) &

ORlL itE s EBEEEANNIBELNHE - SEEAREREE

ﬁﬁ%ﬁﬁﬁ (Popup Window ) ~ AR 75 3% 8 §2 3 12 F Server Form Handler

e = (SFH) REAZARSEARREE - ESRESSFEHERE
' BESH « EERAASRIMSPEHCEL  RAEEAS

s B 8 uh

BE& 2 4R B A TR O R IR A PSR « RIS AEREE - BENREANE

E=2E

PEAEE ~ BRRELA T2 BAAR EER
ERMTAMMIRKEE - A (ERIT—R
BEEA BB ENZERERNIRE - &
REENRREMAREBEAXE - §%2
FEEARALEZECFMEFSEFNRK
[ S REHNER  FFRFITRREN
REfRT - AMALREZENEBE S FER
WIWEBNKE A IEERAMNTRE
R BT (Deepfake) » #EFREEY
(Deep Learning ) Eifki& (Fake) &EHE71E
—iL - EERBALEERLEHEKIE

Wb EmERANNEE o TES R
Be—x,  ARESEBREZEEALE
S BENHEBVET - RERRERE -

ko

MEEALSEE(LER
ANEEBEE (ESAM)

" ANER YA AR (Random Forest) -~ #STEHRACAERE (Convolutional Neural Network, CNN ) B ELhi#82 8 i op «
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