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FEDERAL BUREAU OF INVESTIGATION
4 Social Media Alerting
Statement of Objectives - ATTACHMENT TWO

The Standard applicable to the achievement of any and all Objectives is that any
information obtained and made avallable to the Government is lawfully obtained.

3.3.1 Alerting
2.3.1.1 Outcome: The F3I receives advanced notifications of mission-relevant incidents.
3.3.1.2 Standards

3.3.1.2.1 Information constituting advanced notification is derived from constant
monitoring of social media platforms based on keywords relevant to national security and
location.

3.3.1.2.2 Notifications are sent via email to either a team account or individual user
accounts based on real time threat, incidents as they tie to the geolocation of interest.
Selected tool must allow for customization of delivery frequency, content of interest and
geographical layers by the user directly.

3.3.1.2.3 Content filtering supports prioritization; specific subjects, identifiers, geographic
location, keywords, photographic tagging.

3.3.1.2.4 Users are able to select to monitor the development of a notification-of-interest, as
well as seek relevant historical social media traffic for further analysis.

FEDERAL BUREAU OF INVESTIGATION
Social Media Alerting
Statement of Objectives - ATTACHMENT TWO

3.3.2 Analysis, display and sourcing

3.3.21 Objective: The FBI accesses historic data to identify profiles and ramifications to
derogatory groups.

3.3.2.2 Standards:

3.3.2.2.1 Obtain the full social media profile of persons-of-interest and their affiliation to
any organization or groups through the corroboration of multiple social media seurces.

3.3.2.2.2 Items of interest in this context are social networks, user IDs, emails, IP addresses
and telephone numbers, along with likely additional account with similar [Ds or allases.

3.3.2.2.3 Any connectivity between aliases and their relationship must be identifiable
through active link analysis mapping.

3.3.2.2.4 The analytical mapping process is depicted through active links between visual
data points (e.g, not just showing two entities are connected, but showing key items of
connection when hovering over the link).

3.3.2.2.5 The data presented must be rellable, accurate and consistent.

3.3.2.2.6Users can perform individual querles, as well multiple queries at once through
batching by uploading a spreadsheet of identifiers at once. Individual query process is not
automated and requires user input of a single or multiple search criterion.

FEsREEE ) WeaSSHEANIERE - (Source: Federal Business Opportunities, https://www.fho.gov/index?s=opportunity&mode

=form&id=fe943e551236e0e62e20843d580378 1e&tab=core&_cview=0)
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